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Abstract

Sigma rules provide a generic format for describing log detection logic, whereas the MITRE ATT&CK framework
organizes adversary behaviors in a tactics-techniques hierarchy. Automating the mapping between the two is important
for threat detection. However, the semantics of Sigma rules are dispersed, and a single rule often covers multiple
technique labels, making it difficult for existing methods to balance efficiency and accuracy. To address this issue, large

language models provide a new technical path for cross-domain semantic mapping, yet general-purpose models still
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struggle to reliably distinguish fine-grained technique labels because of limited domain knowledge. To
this end, the RAG-S2A framework was proposed. BM25 and dense retrieval were combined for candidate
recall, and multi-positive contrastive learning with hard negative mining was employed for domain
semantic alignment, improving retrieval accuracy from 20.26% to 72.75%. Compared with the BERT
multi-label classification baseline (26.69% F1), the method achieved an F1 score of 60.59% on Qwen3-4B.

The results indicate that the integration of retrieval augmentation and domain adaptation can effectively

improve mapping accuracy for resource-constrained models.
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